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INTRODUCTION

The “Ricochet” communication application allows for covert communications over normal communication
channels, such as SMS, Facebook, email, etc. These messages can be read by importing them to the app and
reading the text/image that is extracted from the images. Users have the ability to embed both text and images
in carrier media, with messages being destroyed after user-selected periods of time. This information is
transmitted using user-selected cover images.

Our steganographic process can be used on any smartphone device, and can be adapted for use on other
communication schemes and methods, such as radio, voice, etc. By the nature of steganography, the resultant
carrier medium is undistorted and shows no visible signs of the embedding process. The lack of visual
distortion, even with large amounts of embedded information (up to 30% of carrier media file size), allows for
large information sources to be stored into standard sized images of any type.

KEY FEATURES

1) Steganographic Data Hiding. Using a proprietary asymmetric steganographic technique, the message is
imperceptibly embedded within the cover media and can be transmitted without any need for a secure
communication channel.

2) Agnostic to Communication Type. This process can be used on any smartphone device and in many cases
can be adapted for use on other communication schemes and methods, such as radio, voice, SMS, MMS,
email, social media, etc.

3) Smart Access Control. Users will have the ability to embed both text and images in carrier media, with
messages being destroyed after user-selected periods of time. Messages are encrypted, steganographically
embedded and password-protected in addition to the security measures of the communication method
being used to transmit the image.

4) Dummy Mobile Application. To obscure the presence of the secured communications application on users’
phones, it will be hidden in plain sight, existing in the background of a publicly available image editing
application. Only through interfacing with a hidden and password-protected context menu will users be
able to discover the covert communication functionality, and different aspects of functionality will be
protected with added layers of security.

SECURITY CONSIDERATIONS: STEGANOGRAPHIC ALGORITHM

Approach to Benchmarking, Steganalysis and Summary of Test Results. To properly assess the performance of
this novel steganographic algorithm, a combination of custom-made and industry standard tests were
implemented. To quantify practicality of use, separate analyses were performed for suspicion of steganography
within cover media, resilience to brute-force attack, and quantification of differences between steganographed
and unaltered carrier media.

All steganographic analyses were performed with an industry-standard steganalysis software suite (StegoHunt,
WetStone Technologies, Fairfax, VA, USA), and other performance metrics were found through in-house
developed assessments.

Test Results. Test results indicate the following regarding the steganographic algorithm’s performance:

L No images from a large dataset (n = 100000) were suspected of containing hidden information and
were indistinguishable from their unaltered originals (n = 100000).

IIL. On an initial dataset of images (n = 100000), brute-force attacks were ineffective at extracting data.
This was even true in cases when the steganalysis software was given the password used by our
steganographic algorithm.

I11. Only fringe cases showed any evidence of alteration (i.e. small spikes in DCT coefficients) when
doing pairwise comparisons; namely, this was true only for images with large areas of solid colors.
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However, these cases also displayed high similarity to images that have gone through some form of
image compression, thereby making the presence of hidden data still uncertain.

SECURITY CONSIDERATIONS: APPLICATION FEATURES

Cryptographic nonce. A nonce is used when access to the login API is requested, and is passed in along with
device ID. By using this nonce in concert with the device ID, we protect the Ricochet mobile application from
replay attacks.

Bearer Authentication. An HTTP token authentication scheme is adopted which includes 30-minute access
tokens and one-month refresh tokens which are only used when the access token expires. Both the Access
Token and Refresh Token are saved and encrypted on the device. Additionally, the Device ID and user
installation key are used in lieu of password; these installation keys are each 25 characters in length, and use a
cryptographically secure random number generator which provides 5725 total possible combinations.

SSL for all HTTP requests. A secure sockets layer (SSL) protocol is used to establish an authenticated,
encrypted link with the Ricochet API for all handled requests.

Installation key generation. Installation keys are generated directly by Rapier Technology Group developer
administrators exclusively.

On-board steganography. All steganographic processes in the Ricochet mobile application are performed
locally, meaning that no user data is shared with remote RTG servers or the cloud. Data is safely hidden prior
to being sent, ensuring maximized security and minimizing vulnerabilities in transmission.

Password-protection. All messages and hidden images are protected by a user-selected password which is then
encrypted using a 256-bit AES encryption standard. This encrypted password is also used as a seed for the
generation of key steganographic algorithm parameters for further protection.

Time-sensitive messages. Messages are protected by user-configurable expiration times; once a timestamp on
hidden information has passed, the hidden data is no longer accessible by the steganographic algorithm.

USER MANUAL/ACCOUNT SETUP INSTRUCTIONS

Device Requirements.

Note: Currently, the Ricochet mobile application is compatible with Android version 8.0 (Oreo) and i0S
version 14 or newer. Future releases may incorporate backwards compatibility with older releases of Android
OS/i0S.

Account setup/installation.
1) Provide Ricochet administrator with email address to be used for registration. This address will be sent
a license key for registration.

2) The user will be sent an email with directions on how to install the app on their device. Rapier
Technology Group administrators will also be able to see the user's progress.

3) Once the user has completed the installation, they will be emailed the password used when their
account was created in the authentication page.

Android Version
Home screen/photo gallery. Popularity

(08/21/2021)

There are four other pages that can be navigated to from the gallery:

1) Tapping a photo in the grid will take you to the image menu.
From left to right, the buttons are:
a. [Edit image: Opens the edit page
b. Delete: Removes the image
from the gallery
¢. Share: Opens the share - function
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for other apps/services
d. Information: Shows the name of the image
2) Starting from the app logo while no image is selected,
the user can swipe one of three
RAE D secret swipe patterns to access
either the embed, extract, or
settings pages. (L = left; R =

iOS Version Popularity
(08/21/2021)

i0S 14.7

a. Swiping LRLRLR 2%
on app logo will
take you to Settings
page.

b. Swiping LLLLLL i0S 12.5
on app logo will 4%
take you to
Embedding page.

c. Swiping RRRRRR
on app logo will
take you to
Extraction page.

i0S 14.5
2%

all Verizon =

< Back

Register Ricochet )
Installation Key SWiPe Patterns Settlngs page-

On first install the user will be prompted with a key
entry page. After entering a valid license key, they
l]Z will be redirected to the settings page.

The settings page allows you to change your secret

RICOCHET swipe pattgerlfs:g ! Y

1) Swiping on the large ricochet logo will
enter swipes into a display above the
buttons. Pushing one of the three "Save

ey NG Ry NGB as ..." buttons will save the current set of

Clear Patiern swipes as that page’s swipe pattern.

2) "Clear pattern" will clear the current set of
swipes.

Logout 3) "Logout" will log you out of the app and
allow you to log into a different app if
needed.

4) "Show policy" shows the legal policies

View Policy Set Encryption ey

Encryption page.

The encryption page allows you to embed a secret text message or image into a picture and send it as a text
message:
1) “Text Message” - Input for a text message.
2) “Enter Password” - Input for image password.
a. Tapping the "eye" icon will show or hide the password entered.
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all Verizon = 3)"Compression type" — Input for selecting what method you will use to send the
< Back encrypted message. (text message, email, twitter, etc)
4)“Start/End Time” - The date time pickers for start and end time allow the user to

RICOCHET select when the message is allowed to be extracted.
Secure Messaging 5)“Cover/Send” - Selection for cover image type (Embed) - Allows the user to
select what image to hide their message in after they click send.
6)“Secret image” - Selection for the image you want to hide in the cover image.
Enter Password 7)“Reset” - Resets all the entry fields.

Text Message

(Compression type

Select Start Time:  9/2/21  3:55PM

Select End Time: 9/2/21 | 4:25PM

- 5 Sending messages.
Once the encryption step is complete, the exported steganographed image can be
sent through any conventional means (i.e. text, email, etc.). For example, this is

the workflow for a text messaging application:

Select the contact to send the covert message to.

Once the recipient is selected, the covert message will be
loaded into the message field. This is sent as an MMS and
will consume cellular data.

By clicking the ‘send’ button using your finger, the message

will be sent to the recipient. If the recipient has the Ricochet
app, then they will be able to read the message the user sent
R0 them.

/ all Verizon &

:;w m; ‘ < Back
© Extraction page. RICOCHET

4 sttt 1)“pick Cover” - An image can be selected for

aweERTYU I op extractwith the following methods: O Extract a Message

a. Selecting an image in the gallery
before swiping into the decrypt page

Enter Password =

A S DFGH J KL

& ZXCVGBNM b. Shar}ilng an image to ricochet from
another app. Extracted Message
i, @ . @ c. Tapping the "+" button from the * &

oo Pipn page
2)“Enter Password” - Input for image password.

a. Tapping the "eye" icon will show or hide the password entered.
3) "Extract" — Starts the extract process and displays the extracted data.

a. If'the extracted data is an image, you can tap on the image to
save it.
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